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HIPAA

HIPAA mandates new requirements in three key areas: 

1. Standardization of electronic patient health, administrative and financial data 

2. Unique health identifiers for individuals, employers, health plans and health care providers 

3. Security standards protecting the confidentiality and integrity of "individually identifiable health information," past, present or future 

A recent amendment does allow for a health system to file for a one-year extension based on having a concrete HIPAA action plan in place. By April 2005, compliance is required on the Privacy Rule. Vianeta Harmony, along with the Vianeta Universal Document, has built-in security and embedded intelligence that will satisfy the requirements. When deployed, the Vianeta Universal Document not only provides the underlying technology, but also provides extensive audit trails. Vianeta’s MXML-based data is presented in very granular detail.

JCAHO

No longer do medical records departments have to wade through thousands of unstructured medical files in order to prepare for JCAHO audits. 
Following is an example of the level of detail required during a JCAHO audit. With tens of thousands of medical files, all paper-based, preparation for the audit can be an ominous task. 

Even when prepared, report accuracy and completeness can be a real concern.

The alternative? Vianeta Harmony and the Vianeta Universal Document with embedded intelligence. 

Following is an example of the simplicity and ease with which reports can be gathered and presented.

Security   

Security of confidential medical reports is a top priority at Vianeta Communications. All communications between our servers and our customers' systems are done using industry-standard 128-bit encryption. We are committed to HIPAA compliance.

We co-locate with the leading hosting providers to ensure the highest level of data integrity, redundancy, and system uptime.

Summary 

Vianeta Communications considers security to be one of the most critical parts of our business. With this in mind, we have designed our security policies, technologies and methodologies to ensure the confidentiality and integrity of all information. Vianeta is not only committed to full compliance with current Health Insurance Portability and Accountability Act (HIPAA) security and confidentiality standards, but is also working with public advocacy groups and government legislators to further define and promote medical record security standards. 

While many Internet-based companies are addressing security at various levels, a system such as Vianeta's is unique, and must exceed common security measures and address the following aspects of a secure data infrastructure: 

· Locked-down physical access to data servers and storage media that is guarded and audited twenty-four hours a day, seven days a week 

· Fully fault-tolerant and disaster-resilient data centers 

· Data communication security that ensures the privacy and integrity of data passing over public networks 

· Secure, audited and monitored electronic access for all internal information processing networks 

· Secure, logical application-level access for data that is processed within the system by server and client applications 

· Client-side security 

· Third-party certification 

Physical Access 

Information processing equipment and data security are vital to both Vianeta and it's customers' peace of mind. Given this concern, comprehensive security systems include stringent personnel access lists, security cameras, dedicated and isolated data-communication lines, guard service twenty-four hours a day, seven days a week. These are but a sampling of the precautionary measures that Vianeta maintains to avoid the possibility of unauthorized access to our data centers. 

Power 

Our facilities draw electricity from three separate metropolitan power grids. In the unlikely event that all three-power grids fail at the same time, electrical feeds from an immense bank of parallel redundant uninterruptible power supply (UPS) modules serve our power needs. Should power continue to be unavailable, three diesel generators capable of supporting our operation indefinitely are brought online. Fueling of the generators is supported by separate emergency fueling contractors. 

Data 

The possibility that Vianeta will go offline due to data line failure is virtually nonexistent, as we are supported by more than three hundred peering (redundant data service provider) relationships. This coupled with the fact that we maintain state-of-the-art redundancy and load balancing at each data center means that our customers are assured maximum uptime and productivity. 

Natural Disaster 

Housed within data centers that were designed to survive the worst that nature has to offer, Vianeta's data centers are designed to withstand earthquakes in excess of 8.0 and hurricane-level storms. 

Fire 

Vianeta has a fire detection, alarm, and suppression system that includes gas-based and water-based fire suppression. 

Fault Tolerance 

Vianeta's philosophy is to strive for 100% uptime, even in the face of environmental disaster. To that end, our data centers are fully redundant and load-balanced. 

Data Communication Security 

The major challenges of data transmission security over the Internet are (1) preventing eavesdropping by ensuring that information is encrypted when traveling across public networks and (2) assuring the identity of each participant in a transmission across the Internet. In both cases, we take advantage of proven, well-accepted and open standards for authentication and encryption. To prevent eavesdropping, all sensitive information (such as patient records) is encrypted whenever transmitted outside the Vianeta's secure production networks. 

When information is exchanged with a customer, it is encrypted with a 128-bit key and transmitted via secure sockets layer (SSL). 

To ensure the identity of Vianeta web servers to our customers, we have purchased Secure Server, Class 3 Digital IDs from VeriSign. These are verifiable by any browser that has access to the VeriSign Certification Authority (CA), also known as the RSA Secure Server CA, and by the Vianeta client software. To ensure the integrity of Vianeta client software to its users, we have digitally signed our software with Commercial Software Publisher, Class 3 Digital IDs, also from VeriSign. 

To ensure the identity of customers to our web servers, each customer site is uniquely identified with an X.509-standard certificate issued by the Vianeta CA and by an obfuscated token. Each customer and/or staff member's access to the client software is controlled by passwords. During each transaction between a Vianeta client and web server, both the client software and the web server use these certificates, tokens and passwords to mutually verify identity and authorization. 

Electronic Access 

The Vianeta internal network security is hardened using multiple perimeter security systems, compartmentalized and isolated internal networks, dedicated switched telephone circuits, and data access points monitored twenty-four hours a day, seven days a week.

The Vianeta network perimeter is "firewalled" twice. Screening routers, which filter each packet sent into or out of our service network, define the first layer of our firewall strategy. At the second point of data inspection, we utilize sophisticated routing and switching protocols to examine, filter and direct data traffic precisely to its intended destination, while it is traveling a specific route. This strategy avoids random points of access, preventing attempts to spoof our network. 

Servers on our secure networks are assigned special "non-routable" network addresses that are invalid for use on the public Internet and cannot be accessed directly. 

Finally, through a host of sophisticated real-time monitoring tools, Vianeta monitors and logs all traffic and traffic patterns on our network twenty-four hours a day, seven days a week. Multifaceted alerts located throughout our server farm and network infrastructure are set to contact our Network Operations Center (NOC) response team instantly in the event of abnormal traffic patterns and breaches of security. 

Personnel Training and Security 

Vianeta has an external security firm perform extensive background checks on all new employees to ensure that its workforce is trustworthy. Employees with access to server databases and sensitive information undergo an even more rigorous background check.
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