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IT / Data Center planning

Depending on the product suite that you purchased from Vianeta Communications, the setup requirements will be a little different. This document outlines the setup instructions for three main categories of product lines. 


NOTE: Vianeta Implementation will not setup hardware at your data center or server room. Please consult with your IT & Telecom department for assistance.

Hardware specifications and ownership change

Vianeta is a software company and has formed partnerships with few well known hardware companies, such as Dell and HP-Compaq. Hardware can be ordered directly from one these partner companies or through Vianeta. In either case, customer is responsible for the day-to-day IT maintenance of their hardware and for tasks such as data backup, purging, disk space utilization, anti-virus software, windows updates, and monitoring the health of their system etc. In addition, customer is responsible for scheduling time with Vianeta Support for upgrades and database backup maintenance tasks. We recommend that you do this one a quarter. 

Note: Please check your contract for software upgrade line item.

Hardware specifications: Hardware for Vianeta software can be ordered through one of two ways:

1. Directly through Dell or HP-Compaq or company of your choice.

2. Through Vianeta (please review the transfer of ownership section)

If hardware request is made through Vianeta, please make sure to review your contract and hardware specifications so you are aware of what is being ordered. E.g. if backup storage software/hardware is not part of the quote, Vianeta will assume that customer will use their existing backup and storage solutions. Please make sure to ask your account or sales representative for additional information.

Vianeta maintains standard hardware specifications and these specifications are updated twice a year. Prices are subject to change. These are our minimum hardware requirements, and we recommend that customer review the specifications to customize a solution for their needs. E.g. minimum specifications recommend a tower based server.

Transfer of Ownership: If hardware is ordered through Vianeta, then a transfer of ownership for hardware needs to happen. Please make sure you request Vianeta to make this transfer.

Domain user account

Vianeta requires a “Domain user account” which is configured as a local administrator for all the servers.

Default username and password:

Username: iuser_Vianeta

Password: “provided by customer’
Note: if the hardware is ordered through Vianeta, then the hardware will come with Vianeta software pre-loaded. The default login and password is the one listed above. You may change the password and inform your Vianeta account rep of the change.

Setting up Windows Services Accounts

On the Microsoft® Windows NT® and Microsoft Windows® 2000 operating systems, Microsoft SQL Server™ and SQL Server Agent are started and run as Windows services. These services appear in the list of installed services in the Services dialog box, available using Windows Control Panel. The table shows each service name and the term used to refer to the default and named instances of SQL Server, as displayed in the Services dialog box. 

	
Service
	
Name
	Term for default instance
	Term for named instance

	Microsoft SQL Server
	SQL Server
	MSSQLSERVER
	MSSQ$InstanceName

	Microsoft SQL Server Agent
	SQL Server Agent
	SQLSERVERAGENT
	SQLAgent$InstanceName


For Microsoft SQL Server™ and SQL Server Agent to run as services in Windows, they must be assigned a Windows user account. Typically, both SQL Server and SQL Server Agent are assigned the same user account, either the local system or domain user account. However, you can customize the settings for each service during the installation process.
Note: Microsoft Windows 98 does not support Windows services; instead, SQL Server simulates the SQL Server and SQL Server Agent services. It is not required that you create user accounts for these simulated services. 
Using the Local System Account

The local system account does not require a password, does not have network access rights in Windows NT 4.0 and Windows 2000, and restricts your SQL Server installation from interacting with other servers.

Using a Domain User Account (Why is a Domain User account required?)
A domain user account uses Windows Authentication, that is, the same user name and password used to connect to the operating system is also used to connect to SQL Server. A domain user account is typically used because many server-to-server activities can be performed only with a domain user account, for example: 

· Remote procedure calls. 

· Replication. 

· Backing up to network drives. 

· Heterogeneous joins that involve remote data sources. 

· SQL Server Agent mail features and SQL Mail. This restriction applies if using Microsoft Exchange. Most other mail systems also require clients (the SQL Server and SQL Server Agent services) to be run on accounts with network access. 
Note: Several servers running SQL Server can share the same user account. When setting up replication, it is recommended that a Publisher and all its Subscribers share the same service account for the SQL Server service. 
Requirements for Domain User Account

All domain user accounts must have permission to: 

· Access and change the SQL Server directory (\Program Files\Microsoft SQL Server\Mssql). 

· Access and change the .mdf, .ndf, and .ldf database files. 

· Log on as a service. 

· Read and write registry keys at and under: 

· HKEY_LOCAL_MACHINE\Software\Microsoft\MSSQLServer.
-or- for any named instance: HKEY_LOCAL_MACHINE\Software\Microsoft\Microsoft SQL Server.

· HKEY_LOCAL_MACHINE\System\CurrentControlset\Services\MSSQLServer. 
-or- for any named instance: HKEY_LOCAL_MACHINE\System\CurrentControlset\Services\MSSQL$Instancename. 

· HKEY_LOCAL_MACHINE\Software\Microsoft\Windows NT\CurrentVersion\Perflib.

In addition, a domain user account must be able to read and write corresponding registry keys for these services: SQLAgent$InstanceName, MSSearch, and MSDTC.

This table shows additional permissions required for certain functionality:

	Service
	Permission
	Functionality

	SQL Server
	Network write privileges
	Write to a mail slot using xp_sendmail.

	SQL Server
	Act as part of operating system and replace a process level token
	Run xp_cmdshell for a user other than a SQL Server administrator.

	SQL Server Agent
	Member of the Administrators local group
	Create CmdExec and ActiveScript jobs belonging to someone other than a SQL Server administrator. 

Use the autorestart feature.

Use run-when-idle jobs.

	SQL Server
	Member of local Power Users or local Administrators group
	Add and delete SQL Server objects in the Windows 2000 Active Directory.


Remote access to servers for Vianeta support

Vianeta requires access to all servers where the Vianeta application has been installed. The access is needed for remote support and future upgrades.

Vianeta’s only supports PC Anywhere or Gotomypc software as means of connecting to the hospital network.

PC Anywhere
If PC Anywhere software was not quoted on your hardware quote, either from Vianeta or from your vendor, then most likely it is not installed on your servers. Customer IT will need to purchase PC Anywhere licenses and install it on each servers.

For most hospitals, a Virtual Private Network (VPN) access must be established prior to Vianeta being able to obtain PC Anywhere access. Please consult your IT in helping establish a VPN connection if required and sending all necessary paperwork to your Vianeta account manager.

Note: Vianeta only supports broadband or TCP/IP connection to the servers. Dial-in connection to customers RAS is not supported. If customer does not have VPN server pr policies in place for vendor, we recommend exploring the Gotomypc option. 

GOTOMYPC
Gotomypc is subscription based software that can be purchase from a company called Citrix. Customer will be required to purchase and maintain the subscription fee directly with Citrix. 


Gotomypc is a web based install and remote access is over HTTPS connection. We recommend that customer check their policy to ensure Gotomypc access. 

Note: some firewalls are setup to block all HTTPS communication. Customer would have to make exception in their firewall server for Gotomypc connection.

Please visit Gotomypc website for additional information.

Static & Public IP address
A static IP address is required for each Vianeta server. If customer plans to allow their users to access the Vianeta web application (Transcription desktop and WebEMR) from outside the hospital network, then customer is required to provide “Public IP” addresses. The “Public IP” address is only required for the Vianeta web server(s). 

NOTE: If customer plans on using Virtual Private Network (VPN) as a connection method, then “Public IP” addresses are not required.

NOTE: The following configurations are based on an assumption that customer only has one Vianeta web server (Workflow Management Server). If customer has redundant web servers, then please multiple the number of IP addresses by two or more, depending on the number of redundant web servers. 

Dictation only solution: Vianeta requires one Public IP address for Vianeta’s workflow management system that will allow supervisors to configure routing and transcriptionists to receive voice over internet.

Dictation and Transcription solution: Vianeta requires one Public IP address for Vianeta’s workflow management system that will allow supervisors to configure routing and transcriptionists to receive voice over internet.

Dictation, Transcription, WebEMR solution: Vianeta requires two Public IP address for Vianeta’s workflow management system that will allow supervisors to configure routing and transcriptionists to receive voice over internet.

Transcription and WebEMR solution: Vianeta requires two Public IP address for Vianeta’s workflow management system that will allow supervisors to configure routing and transcriptionists to receive voice over internet.

Domain name for Vianeta web applications

Domain Name Server (DNS): Vianeta recommends that you assign domain names for the Vianeta web applications (Transcription Desktop and WebEMR). Otherwise, your users will have to remember IP address to access the Vianeta applications. 

Note: please consult your IT for setting sub-domains or registering domain names.

We suggest that you create the following two domains:

a) webemr.yourdomain.com (e.g. webemr.vianeta.com)

b) desktop.yourdomain.com (e.g. desktop.vianeta.com)

Access Vianeta applications from home

If you are planning on giving your users (Transcriptionists and Physicians) access to Vianeta application from home, then this will require them to access the hospital network. Please review the “Static & Public IP address” section for additional information. 

There are few connection methods:

HTTPS (SSL Encryption): This is the preferred & recommended method for connecting to the Vianeta web servers. Depending on the Vianeta solution you purchased, you will need to obtain “x” number VeriSign certificates. 


NOTE: Vianeta does not sell VeriSign certificates. Please consult your IT for additional information and review the “Ordering VeriSign Certificates” section.

NOTE: The following configurations are based on an assumption that customer only has one Vianeta web server (Workflow Management Server). If customer has redundant web servers, then please multiple the number of VeriSign certificates by two or more, depending on the number of redundant web servers.

Dictation only solution: Requires one VeriSign certificate.
https://desktop.yourdomain.com

Dictation and Transcription solution: Requires one VeriSign certificate.
https://desktop.yourdomain.com

Dictation, Transcription, WebEMR solution: Requires two VeriSign certificate.
https://desktop.yourdomain.com
https://webemr.yourdomain.com

Transcription and WebEMR solution: Requires two VeriSign certificate.
https://desktop.yourdomain.com
https://webemr.yourdomain.com

Generating CSR and ordering VeriSign certificates

Generate CSR: Before you purchase a SSL Certificate, you need to generate a Certificate Signing Request (CSR) for the server where the certificate will be installed. Select CSR generation instructions for your server software. If your server is not listed or you need additional information, refer to your server documentation or contact your server vendor. If you do not know what software your server uses, contact your technical support.

Refer to following link or below for instructions on how to create a CSR. We recommend using 512-bit key during CSR generation process. http://www.verisign.com/support/csr/microsoft/v05.html 

A separate CSR will have to be generated for each of the following website. Please review the Vianeta solution you have purchased prior to ordering the certificates:

1. https://desktop.yourdomain.com

2. https://webemr.yourdomain.com

CSR Generation Instructions- Microsoft IIS 5.0

To generate a CSR, you will need to create a key pair for your server. These two items are a digital certificate key pair and cannot be separated. If you lose your public/private key file or your password and generate a new one, your SSL Certificate will no longer match. You will have to request a new SSL Certificate and may be charged.

Generate a Private Key Pair

1. Under Administrative Tools, open Internet Services Manager.

2. Open the properties window by right-clicking on the name of the Web site you wish to secure.

3. Click the Directory Security tab.

4. Click Server Certificate in the secure communications section. If you have not used this option before the Edit button will not be active.
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5. Select Create a new certificate
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6. Select Prepare the request now, but send it later. VeriSign only accepts CSR’s through the enrollment process forms. We do not accept CSR's via email.
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7. Complete the information requested by the IIS Certificate Wizard to create a private key that is stored locally on your server and a public key (the Certificate Signing Request) that you will use during the enrollment process. You have now created a public/private key pair.  See Terms Defined if you have questions about any of the information requested.

8. Click Finish to exit the IIS Certificate Wizard. A CSR file has been generated.

9. Go to Enrollment.

10. To copy and paste the information into the enrollment form, open the file in a text editor that does not add extra characters (Notepad or Vi are recommended).

CSR Generation Instructions- Microsoft IIS 6.0

To generate a CSR, you will need to create a key pair for your server. These two items are a digital certificate key pair and cannot be separated. If you lose your public/private key file or your password and generate a new one, your SSL Certificate will no longer match. You will have to request a new SSL Certificate and may be charged.

Generate a Private Key Pair

1. Under Administrative Tools, open Internet Services Manager.

2. Open the properties window by right-clicking on the name of the Web site you wish to secure.

3. Click the Directory Security tab.

4. Click Server Certificate in the secure communications section. If you have not used this option before the Edit button will not be active.
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5. Select Create a new certificate
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6. Select Prepare the request now, but send it later. VeriSign only accepts CSR’s through the enrollment process forms. We do not accept CSR's via email.
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7. Complete the information requested by the IIS Certificate Wizard to create a private key that is stored locally on your server and a public key (the Certificate Signing Request) that you will use during the enrollment process. You have now created a public/private key pair.  See Terms Defined if you have questions about any of the information requested.

8. Click Finish to exit the IIS Certificate Wizard. A CSR file has been generated.

9. Go to Enrollment.

10. To copy and paste the information into the enrollment form, open the file in a text editor that does not add extra characters (Notepad are recommended).

Order certificate from VeriSign Website: 

To order VeriSign certificates, please use the following link http://www.verisign.com/products/site/secure/index.html. We recommend using 128-bit encryption. Once the order is processed, VeriSign will email the certificate files. The certificates will have to be applied on the Web Server where CSR’s were generated. 


Note: VeriSign may try to verify information entered while you were ordering the certificate. This information should match with the information used while creating CSR’s.

Virtual Private Network (VPN)
Please consult with your IT on setting VPN for your transcriptionists and physicians.

Note: Some “VPN client” software blocks the remote user from connecting to the internet. We recommend that the settings be modified for transcription users, so they can browse the internet for drug lookup and view the productivity feedback reports. 

Telecom / Fax / Telephony setup 
If you purchased a Vianeta Digital Dictation system, you will be required to setup the cables for the phone lines. Please note that Vianeta reps will not setup your phone cables or make modifications to your PBX. 

There are two basic hardware dialogic cards that you may receive, depending on the solution:

Analog Intel Dialogic card

Analog cables are regular RJ-11 cables. 

From the PBX, please use trunk ports that will connect directly with your dialogic card

Do we put one DID trunk? 

1. 4-port card: termination for 1 socket = 1 line (4 cables with 4 numbers/lines).
Note: please refer to D4PCI_AnalogCard.pdf for installation and additional cabling information.


2. 12-port card: termination for 1 socket = 2 lines (6 cable with 12 numbers/lines).
Note: please refer to D120JCT_AnalogCard.pdf for installation and additional cabling information.

Digital Intel Dialogic card

Please consult with your Telecom / IT for additional information. 

Note: Vianeta implementation will not work on your PBX to configure Voice T1.

Frame type supported

· ESF

Supported Line Coding
· B8ZS

NOTE: Currently, Vianeta (Dialogic) only supports PRI (23B + D).


Dialogic Supported ISDN Switch Protocols

· 5ESS (AT&T 5ESS)

· 4ESS (AT&T 4ESS)

· DMS (Nortel DMS100/250)

· NT1 (4ESS/5ESS Network side emulator)

Disconnect Supervision

Problem Description: When the caller hangs up, the Dialogic card does not detect the disconnection. 

Solution Summary: Most of the PBXs and switches today do not use loop current drop to notify the called or calling party of disconnection. Instead, they use a "disconnect tone", which is usually the same as a busy tone. The disconnect tone is sent to a called party immediately after the calling party hangs up. In the other direction, there can be a delay of up to 30 seconds before the calling party receives the tone indicating that the called party has hung up.

By default, Dialogic cards detect disconnection as a result of loop current drop. This document provides instructions for changing that default so that disconnection is reported as a result of a disconnect tone.

Hunt group

Telephone lines (for the number of ports) can be brought in from the central office or from your PBX. Input these lines in a hunt group.  If the lines are brought in from the Hospital PBX, the PBX needs to support the "Disconnect Supervision" feature.  This sends a disconnect tone to Vianeta Dictation system if and when a physician hangs up the phone without punching in the proper key.  Please review additional information on Disconnect Supervision topic at the bottom of this email.

Auto-Fax

If you purchased a Vianeta Fax solution, you will be required to setup the cables for the fax lines. Please note that Vianeta reps will not setup your fax cables or make modifications to your PBX.

1. 2-port card: termination for 1 socket = 1 line (2 cables with 2 numbers/lines).


2. 4-port card: termination for 1 socket = 1 line (4 cables with 4 numbers/lines).


Data backup, purging, and re-start procedures

This section reviews database and file system backup procedures, purging tasks, and re-start procedures.

We recommend that customer IT review this section of the document and consult Vianeta implementation for additional information. Vianeta implementation will review this document and train customer IT, when requested by customer. 

Note: It is customer’s responsibility to ensure that these tasks are being managed regularly. Vianeta is not responsible for data backup, purging, and hard disk space management. Data retrieval tasks and failure due to hard disk being full are not covered under standard support policy and customer will be billed for time and material.

Data backup

Database backup: Vianeta Digital Dictation system

· Application Folder: C:\MSSQL\DATA\  

            Note: Please exclude this folder from anti virus program.

· Application Backup Folder: C:\MSSQL\DUMP   
            Note: This folder needs to be backup to take or other media once a day.

Full database backup is output once a day. Transaction logs are output every 30 minutes

Database backup: Database server

· Application Folder: C:\MSSQL\DATA\  

            Note: Please exclude this folder from anti virus program.

· Application Backup Folder: C:\MSSQL\DUMP   
            Note: This folder needs to be backup to take or other media once a day.

Full database backup is output once a day. Transaction logs are output every 30 minutes

Data backup: Speech Recognition Server

· C:\Documents and Settings\All Users\Application Data\ScanSoft\Dragon SDK Server Edition8

Note: Please backup this folder. This folder is always located on C:\ drive with maximum disk space.

Please refer VianetaBackupProcedures.pdf for detailed information about SQL backup procedures.

Data backup: File Server

Application Folders: 

Local Path:  

· C:\VETrans

· C:\VEBackup

UNC Path: 

· \\{File-Server Name}\VETrans

· \\{File-Server Name}\VEBackup

Folders To be Backed Up:

· \\{File-Server Name}\VETrans

· \\{File-Server Name}\VEBackup

Data Backup: Web Server (UTS/WebEMR)

Application Folders:

· C:\Vianeta Web Applications\

· C:\WINNT\system32\inetsrv\vnetcomponents

Folders To be Backed Up:

· C:\Vianeta Web Applications\

· C:\WINNT\system32\inetsrv\vnetcomponents

Data Backup:  Dictation Server

Application Folders:

· C:\Vianeta Dictation Server\

· C:\DictatiionLogs

· $ApplicationPath$\Capture

· $ApplicationPath$\SecondaryCapture

Folders To be Backed Up:

· C:\Vianeta Dictation Server\

· C:\DictatiionLogs

· $ApplicationPath$\Capture

· $ApplicationPath$\SecondaryCapture

Data Backup:  DANTE Server

Application Folders:

· C:\Vianeta Services

· C:\Temp

· C:\         (writes trace files vNetServiceMgrTrace.txt0.9275171.txt)

Folders To be Backed Up:

· C:\Vianeta Services

Data Backup:  FAX Server

Application Folders:

· C:\vNet Fax Service

· C:\Program Files\NET SatisFAXtion

Folders To be Backed Up:

· C:\vNet Fax Service
· C:\Program Files\NET SatisFAXtion

Data Backup:  DES Server (Print/HIS Manager)

Application Folders:

· C:\Program Files\Vianeta Communications

Folders To be Backed Up:

· C:\Program Files\Vianeta Communications

Data purging tasks

Data purging tasks info here

Data purging: Vianeta Digital Dictation system

Purge voice files & log files - set schedule tasks to run batch file 

· $ApplicationPath$\Capture (default 60 days)

· $ApplicationPath$\SecondaryCapture
· C:\Vianeta Dictation System\audio.in (default 7 days)

· C:\DictationLogs (default 7 days)             

Data purging: Web server (UTS / WebEMR)

Purge log files: set schedule tasks to run batch file 

· Web Server logs (e.g. C:\winnt\system32\logfiles W3SVC3 & W3SVC4): default 30 days

· C:\Temp: default 15 days

Data purging: DANTE Server

· C:\temp

· C:\          (Purge vNetServiceMgrTrace.*.txt)

Data purging: FAX Server

· C:\vNet Fax Service\Production\Logs
Data purging: DES Server (Print/HIS Manager)

· C:\Program Files\Vianeta Communications\Vianeta Print Agent\Downloads
· Startup procedures: Server and Services
This section describes the various programs (services/etc.) that must be initialized (launched or verified that they have indeed launched) and the machine each program is installed on, when rebooting machines hosting Vianeta Communications software. 

When rebooting each machine, follow the instructions below. Depending on your server configuration, the re-start procedures for applications could be on one or multiple machines.

Startup: Digital Dictation system

This section reviews re-start procedures for Vianeta digital dictation system. Please follow the steps given below to start Vianeta Digital Dictation Server:

1. Click on “Configuration manager- DCM” shortcut located on your desktop (or choose Start -> Programs -> Intel Dialogic System Software -> Configuration manager- DCM).
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2. Intel Dialogic Configuration manager console: select dialogic card and click on ‘green button’ on top menu bar to start dialogic system service (it will take a few seconds for system services to start). 
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3. Once ‘dialogic system service’ has been started successfully, please click on shortcut for DDS (Digital Dictation System) located on your desktop. Vianeta DDS console will open. 
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4. Schedule tasks: please make sure that the following schedule tasks are running on the dictation server.

a. MergeVoxFiles: Every 1 minute, 24 hours a day

b. VnetDictationQueue: Every 1 minute, 24 hours a day

c. VoiceFiles_Cleanup: 2:00 AM everyday.

Startup: Web Server (UTS / WebEMR)

1. Verify that Acrobat Distiller is launched.

2. Start vnetWorkTypeService via services. Make sure that the start up type is set to "Automatic". Once the service is started, it will pop up a window. Do not close it by clicking on "Close" button. You can minimize by clicking on the "x" button.

3. Make sure that the Document Processing Agent service is started via Services and the start up type is set to "Automatic".

4. Please check Internet Information Services (IIS) to see if the Vianeta web applications are running.

a. webemr.yourname.com

b. desktop.yourname.com.

5. Leave the iuser_vianeta user logged in. You may lock the computer.

If link server (multiple machines, each running separate Vianeta components) is set up:

6. Make sure that iuser_vianeta is a Domain user with administrative privileges on the local machine.

7. Change MSSQL SERVER Service & SQL Server Agent Service to run as this a/c (iuser_vianeta) via services. Make sure that these 2 services are running.

8. Make sure that Distributed Transaction Coordinator service is running via Services.

Startup: Database server

MS SQL server and SQL Server Agent services should be running where ever the SQL server is installed.

Note: These services are setup for auto on machine re-start. 

Startup: Print / ADT / HIS Agent

There may be one or more Vianeta Agent installed on the system.

1. Log in to the server.

2. Verify that the ADT Agent is launched.

3. Verify that the Print Agent is launched.

4. Verify that the LinkMed Transmitter, Receiver, and Scheduler are all showing in the taskbar.
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5. Leave the iuser_vianeta user logged in. You may lock the computer.

Startup: Fax Server

1. Log in to the server

2. Verify that the NetSatisfaction Fax Server application is running.

3. Leave the iuser_vianeta user logged in. You may lock the computer.
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